NudopmanuoHHasi NaMATKA IS 00y4aIOMIUXCS AJIS Pa3MelleHns Ha
opunmnanbHbix UHTEpHET-pecypcax

C KaXIbIM T0JIOM MOJIOJICKH B MHTEPHETE CTAHOBUTHCS OOJIBINIE, a IIKOJbHUKH
OJIHM U3 CaMbIX aKTHBHBIX TOJIb30BaTelield PyHeTa. Mexay TeM, IOMHMO OTPOMHOTO
KOJIMYECTBA BO3MOXXHOCTEHW, MHTEPHET HECET M NpoOJeMbl. JTa MaMsITKa JOJDKHA
MOMOYb TeOe 0€30IT1acCHO HAaXOIUTHCS B CETH.

KoMmnbroTepHbie BUPYChI

KoMInbroTepHBIA BHPYC — 3TO Pa3HOBHUJIHOCTh KOMIIBIOTEPHBIX IPOrPAMM,
OTJIMYUTENBHOU OCOOCHHOCTHIO KOTOPOU SIBIISIETCS CIIOCOOHOCTh K Pa3MHOKEHUIO.

B nomnonsenue K 3ToMy, BUPYChl MOTYT IIOBPEANUTH WIHA MOJHOCTHE) YHUUTOKUTH
Bce (ailibl U JaHHbIE, NOJKOHTPOJIbHBIE IOJIB30BATENI0, OT UMEHU KOTOPOro ObuIa
3amynieHa 3apak€HHash OporpaMma, a TakKe MMOBPEAWTb WM JaKEe YHUUYTOXKUTH
ONEpPAallMOHHYI0 CUCTEMY CcO Bcemu (paiimaMu B 1ejqoM. B OoNbIIMHCTBE Cily4aeB
pPacupoCTPaHsIOTCS BUPYChI UEPE3 HHTEPHET.

MeTobl 3a1UThI OT BPEIOHOCHBIX IPOIPAMM:

1. Ucnonp3yil coOBpeMEHHbIE ONEPALMOHHBIE CHUCTEMBI, HMEIOIINE CEPhEIHBIN
YPOBEHB 3aIUTHI OT BPEJOHOCHBIX IIPOTrPaMM;

2. IlocrosHHO ~ ycraHaBiauBail — madytu  (UU@pOBBIE  3aIUIATKH,  KOTOpPHIE
ABTOMATUYECKM YCTAHABJIMBAIOTCS C ILIEJbIO JAOPAOOTKU MPOrpaMMbl) U APyrHe
OOHOBJICHUS CBOEH omepalMoHHOM cuctembl. CkauuBallT HMX TOJBKO C
opunmansHoro caiita paspadborunka OC. Ecnum cyliectByeT  pekum
aBTOMATUYECKOT0 OOHOBJIEHUS, BKIIIOUH €T0;

3. Paboraii Ha cBoeM KOMIBIOTEpE TIOJ TMpaBaMH TMOJB30BATENs, a HE
aJIMMHUCTpaTopa. OTO HE IMO3BOJIUT OOJBIIMHCTBY BPEAOHOCHBIX MPOTrpamMm
MHCTAJUINPOBATHCS HA TBOEM IEPCOHATIBHOM KOMIIBIOTEPE;

4. Ucnonb3yi aHTUBHPYCHBIE IPOrpaMMHBIE IPOIYKTHI W3BECTHBIX
IPOU3BOIUTENIEH, C aBTOMAaTHUYECKUM OOHOBJIEHUEM 0a3;

5. Orpanuyb GU3MYECKHUI TOCTYI K KOMIBIOTEPY JIJIsi TOCTOPOHHUX JIMII;

6. Ucnonw3yil BHeUIHUME HOCHUTENW WHGOPMALMM, TaKUMe Kak (uielka, JUCK WIIU
¢aiin U3 HHTEpHETA, TOIBKO U3 MPOBEPEHHBIX HCTOYHUKOB;

7. He oTkpeiBaii KOMIBIOTEpHBIC (ailyibl, TOJYyYCHHbIE W3 HEHAJIEKHBIX
UCcTOYHMKOB. Jlaxke Te (ailyibl, KOTOpble MpHUCHAT TBOW 3HAKOMBINA. Jlydire
YTOYHH Y HETO, OTHPABIISI JIU OH TEOE UX.

Cern WI-FI

Wi-Fi — 3To He Buj mepenayn JaHHBIX, HE TEXHOJIOTHS, a BCEro JIMIIb OpPEHI,
mapka. Eme B 1991 romy HuaepiaHjickas KOMIAHUS 3aperucTpupoBajia OpeH.



«WECA», uro o6o3nauano crnoBocoueranue «Wireless Fidelity», xoTopsiii
NEPEeBOIUTCA KaK «OeCTpOBOIHASI TOYHOCTDY.

Jlo Haiero BpeMeHu Joliia Jipyras abOpeBuarypa, Kotropas siBJISETCS TaKOH ke
TexHosorue. Ito abOpeBuarypa « Wi-Fi». Takoe Ha3BaHue ObUIO JaHO ¢ HAMEKOM Ha
CTaHAapT BBICIINKA 3BYKOBOWM TexHukW Hi-Fi, 4To B mepeBoge o3Ha4aeT «BBICOKAs
TOYHOCTBY.

Jla, OecrmmaTHBIA WHTEPHET-AOCTYN B Kade, OTENIX M a’dporopTax SBISACTCS
OTJIMYHOW BO3MOYKHOCTHIO BBIXOJAa B MHTEpHET. HO MHOTHE SKCHEpPThl CUUTAIOT, YTO
obmenoctynusie Wi-Fi cetu He SIBISIOTCS O€30M1aCHBIMH.

CoBeThl 110 6€30I1aCHOCTH paboTe B 00IIEAOCTYIHBIX ceTsax Wi-fi:

1. He nepenaBaii cBoro jmunyto uHdopmaiuio yepe3 oduenocrynasie Wi-Fi cern.
PaboTas B HUX, *KeNaTeIbHO HE BBOJUTH IMAPOJIM JOCTYTA, JOTHHBI U KaKUE-TO
HOMeEpa;

2. Wcnonp3yit u OOHOBIIANM aHTUBUPYCHBIE TpOTpamMMBbl U Opanamayep. Tem cambiM
ThI 00€30MacuIllb ce0sl OT 3aKaYKU BUPYyca Ha TBOE YCTPOUCTRBO;

3. Ilpu ucnons3zoBanun Wi-Fi otkmoun ¢yHkuuo «OOmmit goctyn K (daitnam u
npuHTepam». JlanHas GyHKUUS 3aKpbhiTa MO YMOJYAHUIO, OJHAKO HEKOTOpHIC
MOJIb30BATEIM AKTUBUPYIOT €€ NJisi yIoOCTBa HCIOJb30BaHUS B paboTe WU
yueoe;

4. He ucnone3yit nyoanunsiii WI-FI aiig nepegaun mu4yHbIX JaHHBIX, HAPUMEp IS
BBIXOJIa B COIIMAIIBHBIC CETH WJIA B DJICKTPOHHYIO MTOYUTY;

5. HUcnonw3yit Tonbko 3amuieHHoe coeaunenue uepe3 HTTPS, a we HTTP, T.e.
npu Habope BeO-aapeca BBOAN UMEHHO «https://»;

6. B MoOunbHOM Tenedone otkimoun  QyHkiuo «lloakmoueHue k- Wi-Fi
apTomMatnueckn». He momyckail aBTOMaTUYECKOIO MOAKIIIOYEHUS YCTPOWCTBA K
cetsim Wi-Fi 6e3 TBoero cormiacusi.

CounnaJjibHbBIC CeTH

ConuanbHble CETH aKTUBHO BXOJST B HAIly *U3Hb, MHOTHE JIIOAM PabOTalOT U
KUBYT TaM MOCTOSIHHO, a B Facebook yxe 3apeructpupoBaH MUILIUAP[A YEJIOBEK, YTO
SABJISIETCS OJHOM CEIbMOM BCEX KUTEJICH IUIAHETHI.

MHorue nosibp30BaTeNid HE MOHMMAIOT, YTO MH(pOpMAIMs, pa3MelleHHas UMU B
COLIMAJIbHBIX CETAX, MOXKET ObITh HalJIeHa U UCTIIOJIb30BaHa KEM YyTOJIHO, B TOM YHCIIE HE
00s13aTEBHO ¢ OJIATUMU HAMEPEHUSIMU.

OCHOBHBIE COBETHI IO 0€30MACHOCTH B COLIMANIBHBIX CETSIX:

1. Orpannub crnucok npy3ed. Y TeOst B Apy3bsiX HE JIOJDKHO OBITH CIyYalHBIX U

HE3HAKOMBIX JIFOJEH;

2. 3amuimiail CBOIO YacTHYIO ku3Hb. He ykaseiBail mapoinu, Tenedonsl, agpeca, gaty

TBOETO POXKICHUS U APYTyI0 JUYHYI0 WH(GOPMALHKIO. 3MTOYMBIIIICHHUKH MOTYT



MCIIOJTh30BaTh Jake WH(OPMAIHIO O TOM, KaK Thl M TBOM POJIUTEIN TUTAHUPYETE
IPOBECTH KAaHUKYIIbL;

3. 3amuiail cBOw permyTaluio - IepKHU €€ B YUCTOTE U 3aJ1aBail cede BOIpoc: XOTell
OBl ThI, YTOOBI APYrHUe MOJIH30BATEIU BUICIH, YTO Thl 3arpykaeus? [lomymai,
MPEXJE YEM YTO-TO OMYOJIUKOBATh, HAIUCATh U 3arPy3UTh;

4. Ecnmu Thl TOBOpHUIIL C JIOJbMH, KOTOPBIX HE 3HAEllb, HE MCIOJb3YH CBOE
peabHOE UMS U IPYTYIO JINYHYI0 HHPOPMAIMH: UMSI, MECTO KUTEIHCTBA, MECTO
yueObl U IpoUee;

5. Uzberaii pasmemenus ¢otorpaduii B MHTepHere, Tae Thl H300pakeH Ha
MECTHOCTH, 10 KOTOPOI MOKHO OIPEACIUTh TBOE MECTOMO0KEHHE;

6. [Ipu peructpanu B COIMAIBHONW CETH HEOOXOJUMO HCIIOJIb30BATh CIIOKHBIE
MapoJI, COCTOAIIME U3 OYKB U IU(P U C KOJIUYECTBOM 3HAKOB HE MEHEE §;

7. Jlng couMalibHOM CEeTH, MOYTHI U JPYTUX CAUTOB HEOOXOIUMO HCMOJb30BATh
pazHeie mapoiu. Torga eciau TeOs B3JIOMAIOT, TO 3JOYMBIIIJICHHUKU MOJTyYaT
JOCTYI TOJIBKO K OJJHOMY MECTY, a HE BO BCE Cpa3y.

JJIeKTPOHHBIE IeHbIH

OJNEeKTpPOHHBIE JI€HbI'M — 3TO OYE€Hb YAOOHBIM CIOCOO MJjaTexed, OJHAKO
CYILIECTBYIOT MOLUIEHHUKH, KOTOPBIE XOTAT MTOJYYUTh 3TH JICHBIU.

DNEKTPOHHBIE JEHBI'M MOSBUIUCH COBCEM HEIABHO M MMEHHO HM3-3a 3TOTO BO
MHOTHMX TOCyAapcTBax 0 CUX MOp HE MPOIMKUCAHO PO HUX B 3aKOHAX.

B Poccun xe oHM (QYHKUHOHUPYIOT U O HUX YX€ MPOMHUCAHO B 3aKOHE, TJIe UX
pa3zeNsAoT Ha HECKOJbKO BHUJIOB — AHOHMMHBIE U HE aHOHUMHbIE. Pa3HuIa B TOM, 4TO
aHOHHMMHBIE — O3TO T€, B KOTOPBIX pa3peliaercs TMpPOBOAUTH omepauuu 0e3
UACHTU(UKAIIMM TI0JIb30BATENs, @ B HEAHOHHUMHBIX MJICHTHU(PHUKALUU TMOJIb30BaTEIIs
ABJIsIETCS 0053aTEIBHOM.

Taxxe crnexyer pas3nuyarh  DJEKTPOHHblE  (UATHbIE JEHBIU  (paBHBI
rocyJapCTBEHHbIM BaJIOTaM) M DJJIEKTPOHHbIE He(dUATHbIE JEHbIM (HE paBHbI
rocyJapCTBEHHBIM BAIIOTaM).

OCHOBHBIE COBETHI IO 0€30MACHOIN padOTe C AIEKTPOHHBIMU JE€HbIAMU:

1. TlpuBsbku K cyeTy MOOWIBHBIN TenedoH. DTO camblii YAOOHBIA M OBICTPBIN
Crocod BOCCTAHOBUTH AOCTYI K cyery. [IpuBsizaHHbIN TenedoH MOMOXKET, eciu
3a0yzenb CBOW TUIATEXKHBIA TApoJbh WM 3aiJielllb Ha CAT ¢ HE3HAKOMOTO
YCTPOUCTBA;

2. Vcnonb3yit ogHopaszoBeie naposiu. [locie nepexoia Ha YCUIIGHHYIO aBTOPHU3AIUIO
Tebe yxe He OyAeT yrpokarb OMacHOCTb Kpa)KM WIIM MepexBara IUIaTeKHOTO
napois;

3. Boibepu cioxubiii naposs. [IpectynHukam OyAeT He MPOCTO yraaaTh CIOXKHBIN
napoJib. Hage)xHsle mapoim — 3T0 Napoiu, KOTOPbIE COAEPkKAT HE MEHEE 8 3HAKOB



U BKJIIOYAIOT B ce0s CTPOYHBIE M MPOMUCHBIE OYKBBI, HUPPBI U HECKOJIBKO
CHUMBOJIOB, TaKuMe€ KaK 3HaK Jojuiapa, (pyHTa, BOCKIMLATENBHBIA 3HAK U T.II
Hampumep, $tROng!;;

4. He BBOJIU CBOM JIMYHBIC JAHHBIE HA CaliTaX, KOTOPHIM HE JIOBEPSEIIb.

DJIeKTPOHHASA MOYTA

DnexkTpoHHass MoYTa — 3TO TEXHOJIOTHS M MPEAOCTaBISIEMBIE €0 YCIYTd IO
MIEPECBUIKE W TMOJIYYEHHUIO 3JIEKTPOHHBIX COOOIIECHUI, KOTOpBIE PpaCHpEeAessIIoTCS B
KOMIIBIOTEPHOU CETH.

OOBIYHO DJIEKTPOHHBIA TOYTOBBIM SIIHUK BBITJISAUT CIEAYIOMIMM 00pa3oMm:
UMs_TI0JIb30BaTENA(@UMS_TOMEHA.

Taxke KpoMe Iepefadyu IPOCTOrO TEKCTAa, UMEETCS BO3MOXKHOCTBH IEpENaBaTh
(baisl.

OCHOBHBIE COBETHI 110 OE30IMAaCHOM pabOTE C IEKTPOHHOM MOUTOM:

1. Hago BbIOpaTh MpaBUIIbHBINA MOYTOBBIA cepBUC. B MHTEpHETE €CTh OIPOMHBIM
BBIOOp O€CIIaTHBIX MOYTOBBIX CEPBHMCOB, OJIHAKO JIy4YIlle JOBEPATH TEM, KOTO
3HACIIb U KTO IEPBBIN B PEUTHHTE;

2. He ykaspiBaii B JM4YHOHM moute jauuHylo uHbopmanuio. Hampumep, myudmie
BBIOpATh «MY3bIKaIBHBIN (hanat@» umu «pok2013» BmecTo «Temal3»;

3. Mcnonp3yii MBYXATAamHYIO aBTOPH3AIlMI0. IJTO KOTJAAa TMOMHMO TMapoisl HYKHO
BBOJIUTH KOJ, IPUCBIIAEMBIN 110 SMS;

4. BpiOepu clOXKHBIN maposb. st KaXA0ro mo4YToBOro sIiyMKa JTOJKEH ObITh CBOU
HAJIC’)KHBIM, yCTOMYMBBIN K B3JIOMY HapoOJib;

5. Ecnu ecTh BO3MOXKHOCTH HaIMCaTh CaMOMY CBOM JIMYHBIA BOIPOC, MCIIOIB3YH
3Ty BO3MOKHOCTb;

6. Ucnonb3yit HECKOJIIBKO MOYTOBBIX AIIMKOB. [IepBbIi 111 4aCTHOM MEPEnucKu ¢
aapecaraMM, KOTOPBIM Tbl JOBEpsACIIb. OJTO JJIEKTPOHHBIA aJpec HE HaJo
UCII0JIb30BaTh MPU PErHCTpaluy Ha (opyMax u cailTax;

/. He otkpbiBaii (ailsibl U Ipyrue BIOXKEHHS B MHCbMaxX J1a)Ke €CJIU OHU MPUIILIU OT
TBOUX Apy3el. JIydie yTouHu y HUX, OTIIPABIISUIH JIU OHU Te0e ATH (ailibl;

8. Ilocne okoH4uaHUs pabOTHI HA MOYTOBOM CEpPBHCE MEpea 3aKPhITHEM BKJIAJAKH C
caiTom He 3a0yap HaXKaTh Ha « BerATm».

Ku6epOy1iimHr WM BUPTyaibHOE U3/1€BATEIbCTBO

KubepOymmuHr — mpecieoBaHue COOOIICHUSIMHU, COJIEPKAIIMMHI OCKOPOJICHHS,
arpeccHio, 3amyruBaHUE; XYJIUTAaHCTBO; COIMAIILHOE OOMKOTHPOBAHHWE C MOMOIIBIO
pa3IMYHBIX HHTEPHET-CEPBUCOB.

OcCHOBHBIE COBETHI 110 OOpHOE ¢ KHOEPOYIIITUHTOM:

1. He Gpocaiics B 60ii. Jlyamuii crmoco0: mocOBETOBAThCS Kak ceOsl BECTH U, €CIU

HET TOro, K KOMY MOXHO OOpaTHThCS, TO BHAYaJle YCIOKOWTHCS. Eciam Tb



HAYHEIIb OTBEYaTh OCKOPOJIEHUSIMU Ha OCKOPOJIEHUS, TO TOJBKO emle Ooublie
pazoAOKeIIb KOH(IIUKT;

2. YmpaBnusiii cBoel KkubeppernyTaiuei;

3. AHOHUMHOCTbH B ceTH MHUMas. CyllecTBYIOT CIIOCOOBI BBISICHUTh, KTO CTOUT 3a
AHOHUMHBIM AKKAYHTOM;

4. He cTouT BecTH XylIMraHCKUN 00pa3 BUPTyalibHOM ku3HU. IHTepHET ukcupyer
BCE TBOM JICHCTBUSI M COXPAHAET UX. Y JAJTUTh UX OYJIET KpailHe 3aTpyJHUTEIBHO;

5. CobOnronaii cBO BUPTYaJbHYIO YECTh CMOJIOJY;

6. Urnopupyit enunununHblii HeratuB. OHOPA30BbIE OCKOPOUTEIBHBIE COOOIICHUS
Jydiie UrHopupoBath. OOBIUHO arpeccus MpeKpamiaeTcsi Ha Ha4yajabHOW CTaIuu;

/. ban arpeccopa. B mnporpammax oOMEHa MIHOBEHHBIMH COOOIIEHUSMH, B
COLIMAIBHBIX CETAX €CThb BO3MOXHOCTb OJIOKMPOBKHM OTHPABKH COOOILIEHUN C
ONpeEICHHBIX aPECOB;

8. Eciu 1B cBuperens kuOepOymiauHra. TBow [EHCTBUSA: BBICTYNUTH MPOTUB
IpecienoBarens, MoKa3arb €My, YTO €ro JEWCTBHS OLICHMBAIOTCA HETAaTUBHO,
HoJJepXkKaTh JKEPTBY, KOTOPOM HY)KHA ICHXOJOTMYECKas MOMOLIb, COOOLIUTH
B3pOCJIBIM O (paKT€ arpeCCUBHOTO MOBEACHUS B CETH.

MooOuinbHbIi TesaedoH

CoBpeMmeHHbIe cMapTHOHBI U TUTAHIIETHI COAEpKaT B ceOe BIIOJHE B3POCIbIN
GyHKIMOHAZ, W Temeph OHM MOTYT KOHKYPHpPOBaTb CO CTAallMOHAPHBIMH
KoMIibroTepamMu. OHAKO, CPEACTB 3AIUTHI JIS MOAOOHBIX YCTPOWCTB IOKAa OYCHB
MaJo.

TecTupoBaHue U MOUCK YSA3BUMOCTEH B HUX MIPOUCXOJIUT HE TaK UHTEHCUBHO, KaK
s TTK, To e camoe kacaeTcss 1 MOOMITBHBIX TIPHIIOKESHUM.

CoBpeMeHHbIE MOOWIbHBIE Opay3ephbl YK€ MPaKTUYECKU JOTHAIH HACTOJIbHBIC
aHaJIOTH, OJHAKO paciiupeHre (PyHKIMOHANIa BJICYET 32 COOO0U OOJBIIYIO CIOKHOCTh U
MEHBIITYO 3alTUIIICHHOCTD.

Jlaneko HE BCE TPOU3BOJIUTEIN BBIMYCKAIOT OOHOBJICHUS, 3aKPBIBAIOIIHEC
KPUTHYECKHE YI3BUMOCTH JIJISI CBOUX YCTPOUCTB.

OCHOBHBIE COBETHI JIJIs1 0€30MAaCHOCTH MOOMIIBLHOTO TenedoHa:

1. Huuero He siBIseTCs Mo-HACTOsIIIIEMy OecriaTHBIM. Byib OCTOpOKEH, Bellb Koraa
TeOe mpeaararoT OecIIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHE-TO
MJIaTHBIC YCIIYTH;

2. Iywmaii, npexzae yeMm otnpaBuTh SMS, ¢oto wiu Bugeo. Thl TOUHO 3HaAEUIb, e
OHM OyayT B KOHCYHOM HTOTE?

3. HeobxoauMo 0OHOBIISITH ONIEPAITMOHHYIO CUCTEMY TBOETO CMapT(oHa;

4. Vicnonb3yli aHTUBHPYCHBIE POTPAMMEI JIJIT MOOMIIBHBIX TeJIe(DOHOB;



5. He 3zarpyxkaii mpwioKeHUS OT HEM3BECTHOTO WCTOYHWKA, BEIb OHH MOTYT
coJiepKaTh BPEJIOHOCHOE IMTPOTPaMMHOE 00ECIICUCHUE;

6. ITocie TOro kKak ThI BBIMJICIIB C CAiTa, TJ¢ BBOIUI JUYHYIO HHPOPMAIIHIO, 3ai 1
B HaCTpOMKH Opay3epa u yaaiau cookies;

7. Ilepnoanuecku TpOBEps KaKWe IUIATHBIC YCIyTH AaKTUBHPOBAHBI HA TBOEM
HOMEDE;

8. Mamaii cBoif HOMEp MOOMIIBHOTO TenedOoHa TOIBKO JIIOJIAM, KOTOPBIX ThI 3HACIIb
1 KOMY JIOBEpSICIIb;

9. Bluetooth momkeH ObITH BBIKIIOUEH, KOTJa Thl UM HE MoJib3yelibcs. He 3a0biBaii
WHOTJIa TIPOBEPSTH ITO.

Online urpsbi

CoBpeMeHHbIE OHJIAWH-UTPBl — 3TO KPAaCOYHbIE, 3aXBATHIBAIOIINE Pa3BICUCHUS,
O0OBEUHSIONINE COTHU THICAY YEJIOBEK MO BceMy MUpPY. ITpOoKU UCCAeny0T JaHHBII UM
MHUp, OOIIAIOTCS OPYr C APYrOM, BBIMOJHSIOT 3aJaHHs], CPAKAIOTCA C MOHCTPAMH W
MOJIy4arOT ONBIT. 3a YyJIOBOJBCTBUE OHU IUIATAT: MOKYHAKOT JHUCK, OIUIAYMBAIOT
aOOHEMEHT WM NPUOOPETAIOT KaKUe-TO OMIIHH.

Bce atu cpexnctBa MAayT Ha NMOAJEPKAHUE M Pa3BUTHE WIPBI, a TAKXKE HA caMmy
0€30IMaCHOCTb: COBEPILIEHCTBYIOTCSI CHCTEMbI aBTOPU3aLlMH, BBIITYCKAIOTCS HOBBIE MTATUU
(urdpoBbIe 3aMIaTKU 17151 TPOTrPAMM), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B moaoOHBIX Urpax CTOUT OMACATHCS HE CTOJIBKO CBOMX COINEPHUKOB, CKOJBKO
KpaXXy TBOETO NapoJisi, HAa KOTOPOM OCHOBaHA CUCTEMa aBTOPHU3aLMU OOJBIINHCTBA UTP.

OCHOBHBIE COBETHI IO 0€30MACHOCTH TBOETO UTPOBOr0 aKKAyHTA:

1. Ecnmu papyroit urpok BemeT ceOs IUIOXO WM CO3/1aeT TeOe HENMPHUSATHOCTH,
3a0JIOKHPYH €ro B CIIUCKE UTPOKOB;
2. Tloxanylics aIMUHUCTpAaTOpaM WIpbl Ha IUIOXOE€ IOBEAECHHUE 3TOr0 HUIPOKa,
JKEJATEeJIbHO NPHIIOKUTh KaKHe-TO J10Ka3aTeIbCTBA B BUJI€ CKPUHOB;
He yxa3biBail tnunyo nHpopMaIio B mpodaiine urpol;
YBaxkail Ipyrux y4aCTHHUKOB 10 UTPE;
He ycranaBnuBail HeopuiuanbHble MaTYU U MO/JIbI;
Hcnonb3yl CIIO)KHBIE U pa3HbIE MAPOJIH;

No ok w

Jlaxxe BO BpeMsl UIpbl HE CTOMT OTKJIFOYaTh aHTUBHpYC. [Ioka Tl urpaems, TBOU
KOMITBIOTEP MOTYT 3apa3uTh.

@OUIIHHT WA Kpaika JIMYHbIX JaHHbIX

OOBIYHON KpaKeH JIeHeT U JTOKYMEHTOB CErOJIHs Y)K€ HUKOTO HE YJIWBHIIb, HO C
Pa3BUTUEM HMHTECPHET-TEXHOJIOTUM 3JIOYMBIIIJICHHUKNA TMEPEMECTUWINCh B UHTEPHET, U
IPOJIOHKAIOT 3aHUMATHCS «JTFOOMMBIMY JCIIOM.

Tak mosiBUIaCh HOBAsl yrpo3a: MHTEPHET-MOIIEHHUYECTBA WM (DUIIIMHT, TJIaBHAS
11eJTb KOTOPOTO COCTOUT B TOJIYYCHUH KOH(DHICHIIMAIBHBIX JAaHHBIX MMOJIh30BaTENEH —



JoruHoB U naposied. Ha anrnuiickom si3bike phishing untaercs xak ¢umunr (ot fishing
— prIOHas JIOBJIS, password — MapoJihb).
OcHOBHBIE COBETHI IO 0OPHOE € (PUITUHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciu Thl mojo3peBaellb, 4TO TBOS aHKETa Oblia
B3JIOMaHa, TO HEOOXOIMMO 3a0JIOKHPOBATh €€ M COOOIIUTH aIMUHHCTpATOpam
pecypca 06 3TOM Kak MOKHO CKOpee;

2. Wcnonwe3yit Oe3omacHble BeO-CaliThl, B TOM 4YHCJE, WHTCPHET-MarasuHoB W
MOMCKOBBIX CHCTEM;

3. Hcnonp3y#l cioxHbIE U pa3Hble nmapoiau. Takum oOpa3oM, eciu TeOs B3IOMAIOT,
TO 3JI0YMBIIUIEHHUKN IOJIy4aT JOCTYH TOJBKO K OJHOMY TBOEMY NPOQMIIO B
CETH, a HE KO BCEM;

4. Ecnu TeOsl B3JIOMalM, TO HEOOXOJIMMO MPEAYNPEIUTh BCEX CBOUX 3HAKOMBIX,
KOTOpbIE T0OABJIEHBI Y T€OS B APY3bsSIX, O TOM, YTO T€OS B3JIOMaJHU U, BO3MOXKHO,
OT TBOETO UMEHHU OYJET PaCChIIAThCS CIIaM U CCHUJIKM Ha (DUIIMHTOBHIC CANTHI,

5. Ycranou HagexHbli napoiib (PIN) Ha MoOUIBHBIN TenedoH;

o

OTkJTI0UM cCOXpaHeHue nmapoJisi B Opaysepe;
7. He otkpeiBaii (ailsibl U Ipyrue BIOKEHUS B MUChbMaX JaKe €CIIM OHU MPUIILIA OT
TBOUX Jipy3el. Jlydille yTOUYHU y HUX, OTIIPABIISLIIN JIU OHU TeOe 3TU (haiibl;

Hudposas penyrauus

[Mudponas pemyTanusi — ’TO HETaTUBHAs WM MMO3UTUBHAS UH(POpPMAIUs B CETH O
tebe. Kommpomerupyromas wuHbopMmalus pasMelieHHass B HMHTEPHETE MOXKET
CEpPBhE3HBIM 00Pa30M OTPA3UTHCS HAa TBOCH peasIbHOM KU3HHU.

«lIudpoBas pemyTarus» — 5TO TBOM UMUK, KOTOPBIA (OpMHUpYETCS U3
uHdopmaiuu o Tede B UHTEPHETE.

TBOe MeCTO KHUTENbCTBA, yueObl, TBOC (PUHAHCOBOE TOJIOKEHHE, OCOOCHHOCTU
XapaKTepa U pacckasbl 0 OJU3KUX — BCE ITO HAKATIJIMBAETCS B CETH.

MHorue mOAPOCTKH JIETKOMBICIIGHHO OTHOCSTCA K IMyOJIUKAIlMU JIMYHOU
nHpopmariuu B HHTEepHeTEe, HE MOHMMAas BO3MOXKHBIX MOCHEACTBUU. Thl naxe He
CMOXEIIb JI0OralaTbcsl O TOM, 4yTO ¢oTorpadus, pazMelleHHas 5 JeT Hazajl, crajia
MPUYMHON OTKAa3a MPUHATH T€0s HA padoTy.

KommenTtapuu, pasmenienue tTBoux ¢GoTtorpaduii u Ipyrue AEUCTBUS MOTYT HE
HCUYE3HYTh Ja)e IMOCJIE TOr0, KaK Thl UX YJalullb. Tbl HE 3HACIIb, KTO COXPAHWI 3Ty
uH(popmaIuio, Tomaja JId OHAa B TOWCKOBBIE CHCTEMBl M COXpaHWJIACh JIM OHA, a
[JIaBHOE: YTO MOAYMAIOT O TeOe OKpYyXkarollee JII0IU, KOTOpble HAAYyT U YBUIAT 3TO.
Haiitu nHdopmanuio MHOTO JIET CITYCTsI CMOKET JIF000M — Kak U3 A00PbIX MOOYKICHUIH,
TaK U C HAMEPEHUEM MTPUUMHUTH BPEll. ITO MOXKET OBITh KTO YTOJHO.

OCHOBHBIEC COBETHI TI0 3aIUTE U(PPOBOI peIyTaIUu:



1. Tlomymaii, mpexe 4eM 4TO-TO MyOJIMKOBATh U TMepeaBaTh y ceOs B Oiore wid B
COLIMANIbHOM CeTH;

2. B Hactpoiikax npoduisi yCTaHOBU OTPAaHUYEHHUS HA IIPOCMOTP TBOETO MPOopMIIsi U
€ro COJICP’KUMOTO, C/IeNail €ro TOJNBKO «UIs APY3eiD»;

3. He pasmemaii u He ykas3piBal WHGOPMAIMIO, KOTOpas MOXET KOTro-JH0o
OCKOPOJISATH WA OOMKATh.

ABTOpCKOE NIPaBo

CoBpeMEHHbIE  HIKOJIBHUKH  —  aKTHBHBIE  TOJb30BaTeNud  LU(PPOBOTO
npoctpaHcTBa. OJHAaKO JajleKko HE BCE 3HAIOT, YTO [0Jb30BAaHUE MHOTUMU
BO3MOXKHOCTSIMU LIU(POBOro Mupa TpedyeT COOJI0eHUs IPaB Ha MHTEIUIEKTYaIbHYIO
COOCTBEHHOCTb.

TepMuH «HMHTEJJIEKTyaJlbHasi COOCTBEHHOCTB» OTHOCHUTCS K  Pa3Iu4yHbIM
TBOPEHUSIM YEJIOBEYECKOTO YyMa, HAuWHasg C HOBBIX HW300pPETEHHI W 3HAKOB,
0003HaYaIIUX COOCTBEHHOCTh HA MPOAYKTHI M YCIYIM , M 3aKaH4YMBash KHUTAMH,
¢doTorpadusiMu, KHHOPUIEMAMHU U MY3bIKAJIbHBIMU ITPOU3BEICHUAMH.

ABTOpCKHME TIpaBa — 3TO IIpaBa Ha HUHTEIUICKTYyaJlbHYI0 COOCTBEHHOCTh Ha
IIPOU3BEJCHUS HAYKH, JINTEPATYPbl U HCKYCCTBA.

ABTOpCKHME IpaBa  BBICTYNIAIOT B  Ka4yeCTBE TApaHTUM  TOrO,  4YTO
MHTEJUICKTYaJIbHBII/TBOPUECKMI TPyl aBTOpa HE OyIeT HalpacHbIM, JacT €My
CIpaBeJIUBbIE BO3MOXXHOCTU 3apaloTaTh Ha pe3yibTaTaX CBOEr0 TPyHa, MOJYYHTb
M3BECTHOCTH U NMPU3HAHUE.

Hukto 0e3 pa3penieHus: aBTopa HE MOKET BOCHPOU3BOJUTH €ro MPOU3BENICHUE,
pacnpocTpaHsiTh, MyOIMYHO AEMOHCTPUPOBATH, IPOIaBATh, UMIIOPTUPOBATH, yCKATh B
IpoKaT, MyOJMYHO HMCHOJHAThH, MOKAa3bIBaTh/UCIONHATh B 3(pUPE WU pa3MellaTh B
HNurepnere.

Hcnonp3oBaHue «IUpaTcKoroy» MporpaMMHOTO 00ECIIeYeHUsI MOXKET MIPUBECTH KO
MHOTMM pPHCKaM: OT IMOTEpPH AAHHBIX K TBOMM aKKayHTamM 10 OJIOKUPOBKHU TBOETO
YCTPOMCTBA, T/ YCTAHOBJIEHA HE JierajgbHas nporpamma. He cTtouT Takke 3a0bIBaTh,
YTO CYIIECTBYET JerajibHbIE U O€CIIaTHBIE MPOTPAMMBbI, KOTOPhIE MOXHO HAWTH B CETH.

O nmopraJe

CereBUUYOK.p() — TBOM TJIABHBIM COBETYHK B CETU. 371€Ch Thl MOXKEIIb Y3HATH O
0€30MacHOCTH B CETH TOHSATHBIM M JIOCTYIIHBIM SI3BIKOM, & TMPU BO3HUKHOBECHHH
KPUTUYECKOW CHUTyallMl OOpaTUThCS 3a COBETOM. A TakKe MPUHATH YYacTHE B
KOHKYypCax U CTaTh CaMbIM IIU(PPOBBIM Irpak JaHUHOM!



